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Security Dossier

Information security management system

Self-assessed security measures, aligned with ISO/IEC 27001, not certified by a third party to date.

Scope Governance
Three datacenters located in France. CISO
Essarts-en-Bocage (Vendée), Saint-Gilles-Croix-de-Vie Francois-Guillaume Ribreau — security@france-nuage.fr

(Vendée) and Nantes (Loire-Atlantique) DPO
No dependency on a hyperscaler. Datacenters owned and Robin Straub — robin@france-nuage.fr
operated by our own team.

ISO/IEC 27001:2022 posture

Self-assessed status of the 93 Annex A controls, published control by control.

91 33 9 93

implemented partial planned Annex A controls

Key measures

e TLSin transit everywhere, secrets encrypted at rest (XChaCha20-Poly1305), encrypted WireGuard mesh. A.8.24
e Daily backups with retention, an off-site copy and regular restore testing. A.813
® Multi-datacenter redundancy: database and application replicas, cross-zone anti-affinity. A.8.14
s Default-deny networking, explicit allow rules and per-tenant network isolation. A.8.20
e Least privilege: read-only RBAC by default, administrative rights held in the database. A.8.2

Published policies

Every policy is public and maps to the matching ISO/IEC 27001:2022 controls.

Acceptable Use Policy
https://getbunker.net/documentation/securite/politiques/acceptable-use

Access Control Policy
https://getbunker.net/documentation/securite/politiques/access-control

Asset Management Policy
https://getbunker.net/documentation/securite/politiques/asset-management

Backup Policy

https://getbunker.net/documentation/securite/politiques/backup

Business Continuity Policy
https://getbunker.net/documentation/securite/politiques/business-continuity

Change Management Policy
https://getbunker.net/documentation/securite/politiques/change-management
Cryptography Policy
https://getbunker.net/documentation/securite/politiques/cryptography

Information Classification Policy
https://getbunker.net/documentation/securite/politiques/data-classification

Personal Data Protection Policy
https://getbunker.net/documentation/securite/politiques/data-protection

Control-by-control detail and evidence available from the DPO on request
https://getbunker.net/documentation/securite/statement-of-applicability

Human Resources Security Policy
https://getbunker.net/documentation/securite/politiques/human-resources-security

Incident Management Policy
https://getbunker.net/documentation/securite/politiques/incident-management

Logging and Monitoring Policy
https://getbunker.net/documentation/securite/politiques/logging-monitoring

Network Security Policy
https://getbunker.net/documentation/securite/politiques/network-security

Physical and Environmental Security Policy
https://getbunker.net/documentation/securite/politiques/physical-security

Risk Management Policy
https://getbunker.net/documentation/securite/politiques/risk-management

Secure Development Policy
https://getbunker.net/documentation/securite/politiques/secure-development

Supplier Security Policy

https://getbunker.net/documentation/securite/politiques/suppliers

Vulnerability Management Policy
https://getbunker.net/documentation/securite/politiques/vulnerability-management
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